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5 METHOD AND SYSTEM FOR QUEUING TRAFFIC IN A WIRELESS 

COMMUNICATIONS NETWORK 

RELATED APPLICATIONS 

10 This application is related to U.S. Patent 

Application Serial No. entitled "Method 

and System for Managing Transmission Resources in a 
Wireless Communications Network," U.S. Patent Application 
Serial No. entitled "Method and System for 

15 Brokering Bandwidth in a Wireless Communications 
Network," U.S. Patent Application Serial No. 

entitled "Wireless Router and Method for 

Processing Traffic in a Wireless Communications Network, " 
and U.S. Patent Application Serial No. 

20 entitled "Method and System for Configuring Wireless 
Routers and Networks, " all filed on February 25, 200 0 and 
incorporated herein by reference. 

TECHNICAL FIELD OF THE INVENTION 
25 The present invention relates generally to the field 

of wireless communications, and more particularly to a 
method and system for queuing traffic in a wireless 
communications network. 
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BACKGROUND OF THE INVENTION 

Wireline and wireless Internet protocol (IP) 
networks have traditionally supported a best effort 
delivery of all traffic. To support enhanced services, 
multiple types, or classes, of services have been 
established and assigned certain quality of service (QoS) 
parameters that manage queues for each service type. The 
QoS parameters include delay, jitter, error rates, and 
throughput. The QoS parameters can be provisioned on a 
per IP connection or per flow basis through mechanisms 
such as resource reservation protocol (RSVP) or can be 
provisioned on aggregate flow which are classified into 
service classes. Internet service providers (ISPs) can 
utilize the service classes, their associated QoS 
behavior and QoS provisioning to provide tiered service 
offerings to their business and consumer customers. 

The IP QoS architecture provides tools for marking 
IP flows, controlling and shaping the traffic of various 
IP flows, and managing various IP queues in order to 
ensure QoS behavior for each class of service. Queue 
management algorithms include head-drop, tail -drop, first 
in first out (FIFO) and random early detect (RED) . The 
queue management may be on individual microflows or on 
aggregate flows which are treated with similar QoS 
behavior . 

Techniques such as Multiprotocol Label Switching 
(MPLS) are being developed to combine layer 2 switching 
and layer 3 routing. MPLS is a unified approach to 
create a flexible network fabric for increased 
performance, scalability, and for traffic engineering to 
enable virtual private networks (VPN) and QoS. 

Proposals for IP QoS on wireless networks have 
focused on combating the error-prone wireless links. For 
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example, ensuring efficient transport control protocol 
(TCP) performance over an error-prone link as well as 
renegotiating QoS parameters and reallocating resources 
as error rates and/or error link performance values 
degrade. Both MPLS and IP QoS architecture for wireless 
networks, however, are not sensitive to the mobility, 
nomadicity (anytime, anywhere) , interference, and radio 
bandwidth characteristics of the air interface. This 
limits effective application throughput, consistency 
across the network, overall network efficiency, and rapid 
service creation. 
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SUMMARY OF THE INVENTION 

The present invention provides an improved method 
and system for queuing and handling traffic in a wireless 
communications network that substantially eliminate or 
reduce problems and disadvantages associated with 
previous methods and systems. In particular, the present 
invention organizes Internet protocol (IP) and other data 
flows into virtual groups for individual treatment, 
inserts label (s) or tag(s) in front of the data packet 
identifying the virtual groups, allocates queuing and 
forwarding resources to the groups, adaptively controls 
congestion in the groups, and manages mobility of flows 
between the groups . 

In accordance with one embodiment of the present 
invention, a method and system for queuing traffic in a 
wireless network comprises receiving a stream of packets 
for transmission in the wireless network. Each packet 
includes a flow identifier and is assigned to one of a 
plurality of virtual groups based on the flow identifier. 
Label(s) or tag(s) identifying the virtual group may be 
inserted in front of each data packet. The virtual 
groups comprise discrete transmission resources. Each 
packet is queued in the assigned virtual group for 
transmission in the wireless network in accordance with 
transmission resources of the group. 

More specifically, in accordance with a particular 
embodiment of the present invention, forwarding 
equivalence class (EEC) is created for all flows based on 
the flow identifier. FEC is determined based on the flow 
identifier and certain other characteristics of the flow. 
FEC groups all flows with certain common characteristics. 
The characteristic may be a location of the flow, a 
wireless network parameter, a policy parameter for the 
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flow or a flow parameter. The location may be a sector 
in the wireless network, a latitude and longitude of a 
mobile device associated with the flow, or a specific 
beam within a sector of the wireless network. The 
wireless network parameter may be a sector layout, 
frequency plan, soft handoff percentage, frequency group, 
interference estimate, sector power output, or noise 
threshold in the wireless network. The policy parameter 
may be a service level agreement, a peak rate, a 
subscribed rate, a maximum burst rate, a packet size or a 
delay threshold for the flow. The flow parameter may be 
a type, a multi-slot indicator, a power level, a burst 
data rate indicator, or a multi-mode indicator for the 
flow. 

In accordance with another aspect of the present 
invention, a system and method for controlling congestion 
within a wireless network include generating dynamic 
congestion control parameters for a wireless traffic 
queue based on a status of the wireless network. Excess 
wireless packets destined for the wireless traffic queue 
are identified and dropped based on the dynamic control 
parameters. The remaining wireless packets are added to 
the wireless traffic queue for transmission. In a 
particular embodiment, the status of a wireless network 
is the bandwidth available in the network. The available 
bandwidth may be in real-time or an average over a 
specific period of time or may be derived from historical 
usage data. 

In accordance with still another aspect of the 
present invention, a method and system for queuing 
traffic in a wireless network include queuing a packet 
for a corresponding flow in the first location in a first 
queue . In response to the flow moving from the first 
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location to a second location, the packet is moved from 
the first queue to a second queue associated with a 
second location. The packet is requeued in the second 
queue based on an original queuing time for the packet. 
In a particular embodiment, the original queuing time may 
be maintained by storing the packet in a common first in 
first out (FIFO) memory and providing a queue identifier 
to identify the specific queue. 

Technical advantages of the present invention 
include providing an improved method and system for 
queuing IP and other data traffic in a wireless network. 
In particular, air-link layer is synchronized with upper 
layer traffic management protocols to improve effective 
application throughput and consistency across the 
network. As a result, providers of wireless bandwidth 
are able to build flexible and scalable cellular network 
infrastructure and are able to employ dynamic traffic 
engineering to provide consistent virtual private network 
(VPN) and Quality of Service (QoS) over the air. 

Another technical advantage of the present invention 
includes providing an improved method and system for 
organizing flows in a wireless network. In particular, 
flows are aggregated into groups based on location, radio 
frequency (RF) interference and/or other characteristics 
of the flows. This enables individual treatments to be 
applied to each of the groups and collections of network 
users to be given the same flow treatment. 

Yet another technical advantage of the present 
invention includes providing an improved method and 
system for delivering packets in a cell site, sector or 
other region of a wireless network. In particular, flow 
locations and RF interference characteristics are 
utilized to allocate queuing and forwarding resources to 
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flows and to provide congestion management for the flows 
in the network. Thus, the impact of delivering IP 
packets into a region is taken into account and conflicts 
between users are minimized. 

Yet another technical advantage of the present 
invention includes providing a method and system for 
dynamically organizing flows in a wireless network. In 
particular, flows are grouped and regrouped into virtual 
location-specific, RF-specific or other flow aggregates 
based on changing flow locations, system and flow RF 
characteristics as well as interference implications. 
Thus, flow treatments are developed and modified based on 
location, system and RF character and the interference 
impact of the flow. 

Yet another technical advantage of the present 
invention includes providing an improved method and 
system for controlling congestion in a wireless network. 
In particular, adaptive congestive control is applied to 
flows and/or groups of flows based on the time-variant 
availability of bandwidth at various locations in the 
network. The adaptive congestion control may utilize an 
increasingly weighty filter when accepting traffic in 
heavy load conditions and may provide an early control 
mechanism that prevents indiscriminately penalizing all 
traffic. As a result, real-time bandwidth management is 
provided for the wireless network. 

Yet another technical advantage of the present 
invention includes providing improved wireless services. 
In particular, subscribed QoS is provided to mobile end- 
points independent of mobility within a wireless network, 
load conditions of the network, or the number of user 
groups being simultaneously served that belong to a 
common group service. Thus, end-to-end QoS is assured 



ATTORNEYS DOCKET PATENT APPLICATION 

067191.0108 

8 

for end- stations and all users are provided with fair 
treatment during geo-location mobility. 

Yet another technical advantage of the present 
invention includes inserting label (s) or tag (s) in front 
5 of each data packet indicating the FEC which is based on 
the commonality of flow characteristics. Such labels or 
tags enable the enforcement of QoS treatments and VPN 
development in a highly scalable, flexible and end-to-end 
network. Thus, various end-to-end wireless Internet 

10 services can be dynamically created, provisioned in the 
network, and enforced. 

Still another technical advantage of the present 
invention includes providing a method and system for 
insuring fair treatment of mobile flows across a wireless 

15 network. In particular, flows are dynamically grouped 
and regrouped based on a common time domain to account 
for source or destination mobility across locations 
and/or interference domains in the network. Thus, a 
mobile-flow originating in one location and receiving a 

20 particular flow treatment continues to receive the same 
flow treatment as it transients through the wireless 
network . 

Other technical advantages of the present invention 
will be readily apparent to one skilled in the art from 
25 the following figures, description, and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present 
invention and its advantages, reference is now made to 
the following description taken in conjunction with the 
accompanying drawings, wherein like reference numerals 
represent like parts, in which: 

FIGURE 1 is a block diagram illustrating a wireless 
network in accordance with one embodiment of the present 
invention; 

FIGURE 2 is a block diagram illustrating details of 
a mobile gateway of FIGURE 1 in accordance with one 
embodiment of the present invention; 

FIGURE 3 is a block diagram illustrating an Internet 
protocol (IP) packet for processing by the mobile gateway 
of FIGURE 2 in accordance with one embodiment of the 
present invention; 

FIGURE 4 is a data base layout diagram illustrating 
details of the network information base of FIGURE 2 in 
accordance with one embodiment of the present invention; 

FIGURE 5 is a data base layout diagram illustrating 
details of the location information base of FIGURE 2 in 
accordance with one embodiment of the present invention; 

FIGURE 6 is a data base layout diagram illustrating 
details of the call information base of FIGURE 2 in 
accordance with one embodiment of the present invention; 

FIGURE 7 is a data base layout diagram illustrating 
details of the policy information base of FIGURE 2 in 
accordance with one embodiment of the present invention; 

FIGURE 8 is a data base layout diagram illustrating 
details of the rule information base of FIGURE 2 in 
accordance with one embodiment of the present invention; 
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FIGURE 9 is a block diagram illustrating details of 
the dynamic bandwidth estimator of FIGURE 2 in accordance 
with one embodiment of the present invention; 

FIGURE 10 is a block diagram illustrating details of 
5 the virtual group meter of FIGURE 2 in accordance with 
one embodiment of the present invention; 

FIGURE 11 is a block diagram illustrating details of 
the virtual group congestion controller of FIGURE 2 in 
accordance with one embodiment of the present invention; 
10 FIGURE 12 is a table diagram illustrating details of 

the queue of FIGURE 2 in accordance with one embodiment 
of the present invention; 

FIGURE 13 is a flow diagram illustrating a method 
for organizing packets into virtual groups of FIGURE 2 in 
15 accordance with one embodiment of the present invention; 

FIGURE 14 is a block diagram illustrating assignment 
of exemplary packets to virtual groups for queuing and 
transmission in the wireless network in accordance with 
one embodiment of the present invention; 
20 FIGURE 15 is a flow diagram illustrating a method 

for metering and policing flows in a virtual group of 
FIGURE 2 in accordance with one embodiment of the present 
invention; 

FIGURE 16 is a block diagram illustrating metering 
2 5 and policing of exemplary flows in accordance with one 
embodiment of the present invention; 

FIGURE 17 is a flow diagram illustrating a method 
for adaptively controlling congestion in a virtual group 
of FIGURE 2 in accordance with one embodiment of the 
30 present invention; 

FIGURE 18 is a block diagram illustrating congestion 
control of exemplary flows in accordance with one 
embodiment of the present invention; 
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FIGURE 19 is a flow diagram illustrating a method 
for managing flow mobility for the virtual groups of 
FIGURE 2 in accordance with one embodiment of the present 
invention; 

5 FIGURE 2 0 is a block diagram illustrating mobility 

management of exemplary flows in accordance with one 
embodiment of the present invention; and 

FIGURE 21 is a block diagram illustrating details of 
the mobile gateway of FIGURE 2 in a particular embodiment 
10 of the present invention. 
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DETAILED DESCRIPTION OF THE INVENTION 

FIGURE 1 illustrates a wireless network 10 in 
accordance with one embodiment of the present invention. 
In this embodiment, the wireless network 10 is a cellular 
network in which terrestrial wireless transmission 
originates in geographically delimited cells. It will be 
understood that the present invention may be used in 
connection with satellite and other suitable wireless and 
other dynamic bandwidth networks in which bandwidth over 
a link varies over time. 

Referring to FIGURE 1, the wireless network 10 
covers a contiguous area that is broken down into a 
series of overlapping cells 12. Each cell 12 has a base 
station, or server, 14 and may be subdivided into a 
plurality of geo-location areas 16. The geo-location 
areas 16 are each a defined area in which bandwidth may 
be allocated to mobile devices. The geo-location areas 
16 may have a resolution greater than, less than, or 
equal to cell size. In a particular embodiment, the geo- 
location areas 16 are substantially square in shape to 
form a contiguous grid over the coverage area. Thus, the 
geo-locations 16 may be shared by one or more cells 12. 
Further information regarding the geo-locations and 
allocation of bandwidth in the geo-locations is described 
in co-owned U.S. Patent Application Serial No. 
09/466,308, entitled Method and System for Allocating 
Bandwidth in a Wireless Communications Network, filed 
December 17, 1999 and incorporated herein by reference. 

Each server 14 provides a radio frequency (RF) link 
for mobile devices 18 within its cell 12. The wireless 
RF link to the mobile devices 18 in the cell 12 may be 
based on established standard such as IS-54 (TDMA) , IS-95 
(CDMA), QMS and AMPS, 8 02.11 based WLAN, or new upcoming 
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standards such as CDMA 2000 and W-CDMA or proprietary 
radio interfaces. The mobile devices may be cell phones, 
data phones, data devices, portable computers, or any 
other suitable device capable of communicating 
5 information over a wireless link. 

Due to the nature of the RF airlink, the 
interference generated by the usage of various mobile 
devices 18 is int er- dependent . That is, the interference 
generated by the usage of a mobile device 18 including 

10 transmitting and receiving signals is not only dependent 
on its geo-location, but is also dependent on the geo- 
location of surrounding mobile devices 18 and the usage 
of those devices. Thus, the cellular network is an 
inherently interference-limited network with bandwidth 

15 usage in a particular location impacting the interference 
in specific areas of the neighborhood. In the complete 
spectrum sharing systems such as CDMA and W-CDMA, 
bandwidth usage in a particular area directly impacts the 
bandwidth available at different locations in the 

2 0 neighborhood. 

The servers 14 each have a defined bandwidth with 
which to communicate with the mobile devices 18 in the 
cells 12. The bandwidth is used by the server 14 and the 
mobile devices 18 to communicate voice and data 

25 information. The supported bandwidth is a function of 
various factors such as frequency reuse, carrier to 
interface ratio, bit-energy to noise ratio, effective 
bit-rate per connection and the like. As described in 
more detail below, the bandwidth available to allocate to 

30 certain flows is geo-location dependent, and time 
dependent based on current usage of other flows in the 
geo- neighborhood . 
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The servers 14 are each connected to a mobile 
gateway 2 0 that allocates bandwidth within the wireless 
network 10, routes traffic, and tracts the location of 
the mobile devices 18 in the cells 12. The position of a 
5 mobile device 18 may be determined using network-assist, 
global position systems (GPS) and RF fingerprinting. 
Preferably, the positioning technique provides fast and 
accurate information with respect to the location of the 
mobile device 18 to minimize acquisition time for 

10 position information. As mobile users move from cell 12 
to cell 12, a hand-off operation between base stations 14 
is performed by the mobile gateway 20. 

The mobile gateway 2 0 provides connectivity from the 
wireless portion of the network 10 to a wireline portion 

15 24 of the network 10 via circuit switched and packet 
switch wireless data protocols. The wireline portion 24 
may be the Internet, intranet, extranet, or other 
suitable local or wide area network. For the Internet, 
the mobile gateway 2 0 provides an access, or entry point 

20 for all transport control protocol/Internet protocol 
(TCP/IP) data connections to the wireless portion of the 
network 10. Each mobile gateway 20 may serve one or more 
servers 14, includes the RF front end and other 
functionality of a server 14, and/or via wireless router 

25 as described in co-owned U.S. Patent Application entitled 
"Wireless Router and Method for Processing Traffic in a 
Wireless Communications Network, " previously incorporated 
by reference. In the later case, the wireless router may 
be self -configuring as described in co-owned U.S. Patent 

3 0 Application "Method and System for Configuring Wireless 
Routers and Networks," also previously incorporated by 
reference. Bandwidth allocation and other functionality 
of the mobile gateways 2 0 may instead be implemented by a 
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mobile switching center (MSG) , data interworking function 
(IWF) devices, and other suitable network devices without 
departing from the scope of the present invention. 

As described in more detail below, each mobile 
gateway 2 0 organizes flows into one or more virtual 
groups for transmission within the wireless network 10. 
Transmission may be from or to the wireless portion of 
the network 10. The mobile gateways 20 may be arranged 
in the hierarchical order with a plurality of lower-level 
or base gateways 2 0 receiving traffic from servers 14 and 
passing their traffic to an upper- level or shared 
gateway. In this way, flows from different locations or 
having other disparate characteristics can be combined 
and/or segregated at different levels in the wireless 
network 10. Virtual group identifiers, including 

label (s) or tag(s) identifying the virtual group may be 
passed with the traffic between the mobile gateways 20 to 
allow high level manipulation of lower level groups. 
Bandwidth not used by the virtual groups may be brokered 
by the mobile gateway 20 as described in co-owned U.S. 
Patent Application entitled "Method and System for 
Brokering Bandwidth in a Wireless Communications 
Network," previously incorporated by reference. 

The virtual groups may be based on location, 
location-dependent characteristics, a combination of 
location and other characteristics of a flow as well as 
network, policy and call parameters. In a particular 
embodiment, lower-level virtual groups may be assigned 
for each cell site 12 to account for the impact of flows 
at the various locations. The virtual groups may be 
sized to cover only a portion of the cell site 12, such 
as a geo-location 16, or a plurality of cell sites 12. 



ATTORNEYS DOCKET PATENT APPLICATION 

067191 . 0108 

16 

Higher- level groups may be composites of lower-level 
virtual groups from one or more locations. 

A forwarding equivalence class (FEC) table may be 
generated to identify and assign all flows with similar 
characteristics to a unique label or tag. The 
characteristics can include flow parameters (such as 
source/destination address/port) , QoS /policy parameters, 
network parameters, RF interference characteristics call 
parameters, and location of the end points. 

FIGURE 2 illustrates details of the mobile gateway 
2 0 in accordance with one embodiment of the present 
invention. In this embodiment, the mobile gateway 2 0 
includes local information bases and functionality for 
processing traffic in the wireless network 10. It will 
be understood that the information bases and 
functionality of the mobile gateway 2 0 may be suitably 
distributed within the wireless network 10 and shared by 
the mobile gateways 2 0 or may be provided by external 
systems of the underlying access network. 

Referring to FIGURE 2, the mobile gateway 20 
includes a set of information bases 30, a dynamic flow 
manager 32, a dynamic bandwidth estimator 34, a set of 
virtual groups 36, a performance monitor 3 8 and a 
mobility manager 40. The information bases, managers, 
and virtual groups of the mobile gateway 2 0 may be 
implemented in hardware, software stored in a computer- 
readable medium and/or a combination of hardware and 
software. The hardware may comprise a field programmable 
gate array (FPGA) programmed to perform the functionality 
of the mobile gateway 20, an application specific 
integrated circuit (ASIC) designed to perform 
functionality of the mobile gateway 20 and/or a general 
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purpose processor program by software instructions to |j 

perform the functionality of the mobile gateway 20. | 

The information bases 3 0 include a network |j| 

information base 50, a location information base 52, a |l 

5 call information base 54 and a policy information base ||j 
56. As described in more detail below, the information 

bases 50, 52, 54 and 56 are used by the dynamic flow |l 
manager 32 to uniquely identify each flow and to 

determine characteristics for the flow. Each of the ;1| 

10 information bases 50, 52, 54 and 56 may be locally or li |j 

remotely accessed by the flow manager 32 . In addition, |i| 
one or more of the bases 50, 52, 54 and 56 may be 
included only in base mobile gateways 20. In this 

embodiment, the relevant information such as label(s) or 'ij 

15 tag(s) identifying the virtual group, location, or QoS L 

parameters, may be inserted into the packet header by the hj 

base mobile gateway 20 and transmitted in-band with the :[ j 

packet for upstream use by higher-level mobile gateways [j i 

20. ||| 

20 The network information base 50 maintains |;i | 

information on source and/or destination networks for ! 

flows in the wireless network 10. As described in more j |j 

detail below, the network information base 50 may store i 

cell site layouts, frequency plans, soft handoff |.i 

25 percentages, interference estimates, cell site power | j j 

outputs, noise floor thresholds and other suitable i ij 

information describing and/or representing the set up or 1 

operation of the network. Further information regarding |i| 

the network information base 50 is described in more ,1 

30 detail below in connection with FIGURE 4. j'l 
The location information base 52 maintains the 

location of flows in the wireless network 10. The || 

location may be provided statistically or dynamically. hi 
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Thus, the location may be a current, projected, and/or 
estimated geo-location or other location of a uniquely- 
identified flow. The location of the flow may be the 
location of a source or destination device 18 for the 
flow, in which case the location of the flow will move 
between cell sites 12 as the mobile device 18 moves 
between the cell sites 12 . Further information regarding 
the local information base 52 is described in more detail 
below in connection with FIGURE 5. 

The call information base 54 maintains call-specific 
information for flows in the wireless network 10. As 
described in more detail below, the call information base 
54 may store peak rates, types of calls (voice or data) , 
and service options. Further information regarding the 
call information base 54 is described in more detail 
below in connection with FIGURE 6. 

The policy information base 56 maintains flow- 
specific class of service policies. In one embodiment, 
the class of service policies comprise quality of service 
(QoS) policies. In this embodiment, the policy 

information base 56 may store peak rates, subscribed 
rates, maximum burst rates, packet sizes, and delay 
thresholds. Further information regarding the policy 
information base 56 is described in more detail below in 
connection with FIGURE 7. 

The dynamic flow manager 32 receives an incoming 
packet stream including a plurality of packets 60 and 
accesses the network, location, call and policy 
information bases 50, 52, 54 and 56 to organize the 
packets 6 0 into the virtual groups 36. The dynamic flow 
manager 32 also creates and deletes virtual groups 36 to 
handle the flows based on the status of the wireless 
network 10, which may be any suitable operation or flow 
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parameter. In addition, the dynamic flow manager 32 
performs the function of filtering high-priority packets 
that are used to exchange control information for proper 
functioning of the network 10. 

In one embodiment, the dynamic flow manager 32 
includes a rule information base 6 2 governing virtual 
grouping of flows. The different rules allow the dynamic 
flow manager 3 2 to create virtual groups 3 6 and account 
for the impact of flows on the network 10 using different 
access technologies. In a particular embodiment, the 
dynamic flow manager 32 may identify the type of access 
network through the call information base 54 and the 
rules of grouping associated with that type of network 
from the rule information base 62 and then query the 
network information base 50 to obtain the access network 
specific information to route the flow to the appropriate 
virtual group 36. 

The rules of virtual grouping may be statically 
predetermined for various access technologies or created 
dynamically based on a real-time current or average 
status of the underlying network supplying access 
bandwidth to the end user. In the event of dynamic rule 
selection, the rule information base 62 is periodically 
updated using real-time network information from the 
performance monitor 3 8 and/or other suitable information 
feeds. The real-time status of networks may include 
network loading and/or performance. 

The rule information base 62 may be internal to the 
dynamic flow manager 32, local to the mobile or air 
gateway 2 0 or distributed in the wireless network 10 for 
sharing between the mobile gateways 20. Further 
information regarding the rule information base 62 is 
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described in more detail below in connection with FIGURE 
8 . 

The dynamic bandwidth estimator 34 

receives/estimates available bandwidth information for 
5 the wireless network 10 and determines available supply 
(queuing and forwarding resources) for each of the 
virtual groups 36. Thus, each of the virtual groups 3 6 
may implement independent congestion control. The 
available bandwidth may be received from external feeds 

10 or internally generated based on air resource estimates, 
pricing strategies, and historical uses. Available 
bandwidth may be a real-time value or a slow-moving 
average of currently available bandwidth, past history 
and future expected usage. In a particular embodiment, 

15 the available bandwidth may be provided by available 
bandwidth maps generated by the mobile gateway 2 0 as 
described in co-owned U.S. Patent Application Serial No. 
09/466,308, entitled "Method and Systems for Allocating 
Bandwidth in a Wireless Communications Network, " filed 

20 December 17, 1999. Alternatively, available supply may 
be determined based on static provisioning per virtual 
group 36. Further information regarding the dynamic 
bandwidth estimator 34 is described in more detail below 
in connection with FIGURE 9. 

25 In addition to available bandwidth information, the 

dynamic bandwidth estimator 34 may utilize information 
from the dynamic flow manager 32 such as the currently 
active set of virtual groups 3 6 and counts of flows in 
each of the virtual groups 3 6 to modify and/or optimize 

3 0 the queuing and forwarding resource allocations to the 
virtual groups 36. The dynamic flow manager 32 also 
notifies the dynamic bandwidth estimator 34 of dynamic 
regrouping of flows to enable the interference impact and 
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the congestion parameters for each of the affected 
virtual groups 36 to be reassessed by the dynamic 
bandwidth estimator 34 . As described in more detail 
below, the supply estimates are provided by the dynamic 
5 bandwidth estimator 34 to each of the virtual groups 3 6 
to allow each virtual group 36 to control its own 
congestion . 

The virtual groups 3 6 are each an aggregation of 
flows having one or more similar characteristics. As 

10 used herein, each means everyone of at least a subset of 
the identified items. The virtual groups 36 are each a 
virtual construct and represent a subset of flows 
processed by the mobile gateway 20. As described in more 
detail below, the virtual grouping allows allocation of 

15 queuing and forwarding resources to flow combinations. 
Accordingly, individual treatments can be applied to any 
suitable set of the flow aggregates. 

Each virtual group 36 includes a meter 70, an 
adaptive congestive controller 72 and one or more class 

20 of service queues 74. It will be understood that the 
virtual groups 3 6 may comprise other or different 
components without departing from the scope of the 
present invention. 

The meter 70 meters the flows within the virtual 

25 group 36 to identify packets in excess of their flow 
policies. Such excess packets are remarked (demoted) for 
congestion control in the virtual group 36. The meter 
readings are continuously posted to the supply estimator 
34 which analyzes the time -dependent demand to adjust 

30 supply estimates. Further information regarding the 
meter 70 is described in more detail below in connection 
with FIGURE 10. 
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The adaptive congestion controller 72 receives the 
bandwidth estimates for the virtual group 3 6 from the 
dynamic bandwidth estimator 34 and flow policies from the 
policy information base 56 and then generates congestion 
control parameters for processing the metered packets. 
The adaptive congestion controller 72 applies the 
congestion control parameters to drop excess packets 60 
to prevent congestion in the virtual group 36. Thus, all 
arriving packets are treated to congestion control 
mechanisms before being placed in the check-out queues 
74. The congestion control mechanisms use interference 
estimates and radio performance estimates to account for 
the variability in available bandwidth in the wireless 
network 10. Further information regarding the adaptive 
congestion controller 72 is described in more detail 
below in connection with FIGURE 11. 

The class of service queues 74 include one or more 
queues for packets 6 0 in the virtual group 36. In one 
embodiment, the class of service queues 74 include a 
premium class queue, an assured class queue, and a best 
effort queue each associated with a corresponding 
service. The premium class may be a virtual leased line 
service. The assured class provides a minimum level of 
bandwidth guarantee in a variety of traffic conditions. 
The best effort class is allocated bandwidth on a when- 
available basis. Transmission resources for each virtual 
group 3 6 and class of service queue 74 may be controlled 
using two and three-dimensional tokens as described in 
co-owned U.S. Patent Application entitled "Method and 
System for Managing Transmission Resources in a Wireless 
Communications Network, " previously incorporated by 
reference . 
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In order to maintain fairness among flows, packets 
are checked-out of the queues 74 in a first in first out 
(FIFO) order. Supply estimates are used to check out 
packets from the queues 74. Thus, where sufficient 
bandwidth is available to service the flows present and 
various class queues 74 in a virtual group 35, the 
packets 6 0 are serviced in the order in which they 
arrived. Similarly, packets output from the different 
virtual groups 3 6 are serviced in an order in which they 
arrive in order to maintain fairness among the groups 36. 
The available forwarding resources for each virtual group 
are used to schedule departure packets from the FIFO to 
assure fair utilization of bandwidth and to assure the 
proper level of service for all end-stations as per their 
service level agreements (SLA) . Further information 
regarding the class of service queue 74 is described in 
more detail below in connection with FIGURE 12 . 

The performance monitor 3 8 maintains the real-time 
call performance characteristics for the flows throughout 
the duration of the flows. The dynamic flow or call 
information can be collected via an interface to the 
underlying access network or from an external device. 
The performance monitor 3 8 provides the performance 
information to the call information base 54 and to the 
dynamic flow manager 32. The dynamic flow manager 32 
uses the performance information to transfer flows from 
one virtual group to another based on defined parameter 
dependent rules in the rule information base 62. 

For IS -95 based access networks, the dynamic call 
information may comprise performance parameters such as a 
number of pilots in the active set (soft handoffs) , frame 
error rate, signal to interference ration, received 
signal strength, load (standby) , throughput and the mean 



ATTORNEYS DOCKET PATENT APPLICATION 

067191 . 0108 

24 

packet delay. For GSM/PCS 1900 based access networks, 
dynamic call information may comprise frequency (ping- 
pong handof f ) , signal strength from the serving station, 
signal to noise ratio, carrier to interference ratio, 
5 throughput, mean packet delay, and the mode (emergency, 
standby or active) . For TDMA based access networks, the 
dynamic call information may comprise frequency of 
handof f, signal strength, carrier to interference ratio, 
throughput, mean packet delay. For LMDS based access 

10 networks, the dynamic call information may comprise 
signal strength, carrier to interference ratio, 
throughput and mean packet delay. It will be understood 
that these and other types of networks may be monitored 
for other types of information to allocate queuing and 

15 forwarding resources to the virtual groups 36. 

The mobility manager 4 0 moves queued packets 60 from 
one virtual group 36 to another as mobile devices 18 move 
in the wireless network 10. As described in more detail 
below, the mobility manager 4 0 maintains fairness in 

20 allocation of queuing and transmission resources when 
moving packets 6 0 between the virtual groups 36. The 
mobility manger 40 receives an indication of flow 
movement between virtual groups 3 6 from the dynamic flow 
manager 32 and interacts directly with the check-out 

2 5 queues 74. 

FIGURE 3 illustrates a packet 60 in accordance with 
one embodiment of the present invention. The packet 6 0 
may be an IP or other suitable type of data or voice 
packet. Referring to FIGURE 3 the packet 16 includes a 

30 header 80 and a payload 82. The header 80 includes a 
unique flow identifier by which the flow can be 
distinguished and organized into a virtual group 36. The 
payload 82 comprises data. 
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In one embodiment, the header 8 0 includes a routing 
label 84, a location label 86, a power/service option 
label 88, a Diff-Serv Code Point (DSCP) field 90, a QoS 
field 92, a SLA field 94, a source address (SA) field 96, 
5 a destination address (DA) field 98, a port field 100 and 
an application field 102. In this embodiment, a tuple 
comprising the source and destination address, port and 
application is used to uniquely identify the flow. It 
will be understood that any other suitable type of 

10 identifier of the packet 60 may be used to uniquely 
identify the flow for the packets 60. 

The routing label 84, location label 86, 
power/service option label 88, DSCP field 90, and QoS 
field 92 are added by the dynamic flow manager 3 2 based 

15 on flow identity. In a particular embodiment, the 

dynamic flow manager 3 2 stores a set of labels for each 
flow and attaches labels of the set to packets for the 
flow. The labels may be mult i -protocol label switch 
(MPLS) path labels or other suitable labels capable of 

20 identifying a routing path or destination for the packet. 

The routing label 84 defines a routing path for the 
packet to queuing resources. The location label 86 
defines the virtual group 36 for the packet. For a 
hierarchical architecture, a plurality of location labels 

2 5 8 6 each identifying successive virtual groups 3 6 may be 

provided for the packet. Thus, queuing and other 

resources may be distributed within the network 10 and 
the labels used to route the traffic between the 
distributed components. The power/service option label 

3 0 8 8 provides the power level for transmission of the 

packet and/or service option for the call with which the 
packet is associated. The service option includes a type 
of call, a bandwidth for the call or other suitable 
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parameter. It will be understood that separate labels 
may be used for power and service options. The DSCP and 
QoS fields 90 and 92 define a class of service for the 
packet. The DSCP, QoS and SLA fields 90, 92 and 94 are 
5 used by the virtual groups 3 6 for metering, congestion 
control and queuing. Based on this information and other 
information obtained in using this information, the 
packet 60 receives user flow mapping, location mapping, 
SLA mapping, QoS mapping and flow mapping. 

10 In operation, when a call is established, packets 60 

arrive at the mobile gateway 2 0 and are identified by the 
dynamic flow manager 32 based on a unique flow 
identifier. As previously described, this may be a 
combination of the source and destination address, port, 

15 and application type. The packet 60 is immediately 
filtered to ensure that high priority packets such as 
those that exchange information for the proper 
functioning of the Internet are not queued. In this 
case, because the packet is end-station originated, it 

20 will be rate-controlled. 

Based on the flow identifier, labels are attached to 
the packet and the dynamic flow manager 3 2 looks at the 
caller in its information bases 30 to retrieve all 
pertinent information to handle the packet 60 

25 efficiently. This information may include the user 

identifier, location of the call and class of service. 
Based on the information, the dynamic flow manager 32 
classifies the packet 60 into one of the virtual groups 
36 for allocation of queuing and forwarding resources. 

3 0 In the assigned virtual group 36, the packet 60 is 
metered for compliance with subscribed policies and 
congestion control according to the location, class of 
service, and/or other suitable parameters. The packet 
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60, if not dropped, is queued and checked-out as 
bandwidth becomes available for transmission of the 
packet 60. In this way, the packet 60 is treated in 
accordance with its impact on the system. 
5 FIGURE 4 illustrates details of the network 

information base 50 in accordance with one embodiment of 
the present invention. In this embodiment, the network 
information base 50 includes network parameters for CDMA, 
GSM, TDMA, IDEM and LMDS wireless technologies. It will 
10 be understood that other suitable types of technologies 
may be similarly mapped in the network information base 
50 . 

Referring to FIGURE 4, for CDMA access technology 
110, the network information base 50 comprises cell 

15 layout, RF carriers, power levels for each carrier at 
each cell site, neighborhood lists, soft/softer handoff 
zones, coverage polygons, interference maps, terrain and 
propagation data on local macro propagation 
irregularities, associated coverage polygons, and power 

20 levels per user. For GSM access technology 112, the 
network information base 50 comprises cell layout, 
frequency reuse and co-channel groups based on timeslots 
or frequencies or combination of frequencies and 
timeslots, neighborhood lists, local macro propagation 

25 irregularities (log normal fading and train 

irregularities) manifested in form of varying coverage 
polygons and interference maps, frequency hopping 
sequences if deployed, and overlay/underlay information. 
For TDMA access technology 114, the network information 

30 base 50 comprises cell layout, reuse groups, neighbor 
list, coverage polygons, interference maps, terrain and 
propagation data, overlay /under lay parameters, and power 
levels. For IDEN access technology 116, the network 
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information base 50 includes cell layout, reuse groups, 
coverage polygons, interference maps including 
interference polygons, terrain and propagation data, cell 
site power levels, and neighborhood lists. For LMDS 
5 access technology 118, the local information base 50 
includes hub layout, channel groups, hub power levels, 
point-to-point links, loss of sight (LOS) impairments due 
to local clutter and its impact, and tables for 
propagation impairment due to atmosphere conditions such 

10 as gases and moisture content in the atmosphere. 

FIGURE 5 illustrates details of the location 
information base 52 in accordance with one embodiment of 
the present invention. The location information base 52 
stores location information of the mobile end-user. The 

15 information may be obtained either via an access network 
or from an external location server that periodically 
tracts the geo-location of the mobile end-users. The 
location information is used by the dynamic flow manager 
32 and the dynamic bandwidth estimator 34. The dynamic 

2 0 flow manager 32 uses the location information to filter 
the flows, assign virtual groups to the flows, to select 
location specific QoS policy, and to determine flow 
regrouping based on periodic location updates. The 
location information may also be used to determine a type 

2 5 of access environment such as outdoor, indoor, 

stationary, or mobile in which the end user is operation 
and to select a grouping rule for assigning the flow to a 
virtual group. The granularity of the location 

information may be varied from a specific location to a 

3 0 specific geographic area to a specific beam within a cell 

site of the access network. 

Referring to FIGURE 5, the location information base 
52 stores location information on a per flow identifier 
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120 basis. The location information for each flow may be 
XYZ based 122, polygon based 124, access network based 
126, or location tag based 128. The XYZ based 

information 122 includes latitude, longitude, altitude, 
and speed of the mobile device 18. The polygon based 
information 124 includes a polygon identifier, end 
points, latitude and longitude of the end points, and 
speed of the mobile device 18. The access network based 
information 12 6 includes a network identifier, location 
area identifier, cell identifier, and beam identifier for 
the mobile device 18. The location tag based information 
128 includes a 20 byte label that is based on latitude 
and longitude of the mobile device 18. In each case, the 
location information is periodically updated during the 
duration of a call to allow the dynamic flow manager 32 
to determine if the flows need to be regrouped. It will 
be understood that the location information base 52 may 
comprise other or different suitable information. 

FIGURE 6 illustrates details of the call information 
base 54 in accordance with one embodiment of the present 
invention. In this embodiment, the call information base 
54 maintains static information regarding each call 13 0 
for use by the dynamic flow manager 32. The call 
information 13 0 may include a call identifier, multi-mode 
capability information, maximum power level, and maximum 
bit rate. The dynamic flow manager 32 uses the call 
information for routing flows to virtual groups 36. For 
example, multi-slot operation information in conjunction 
with the subscribed rate of the call, which is obtained 
from the QoS subscription, may identify to the dynamic 
flow manager 32 that a rule defining multi-slot operation 
is required for routing the flow to a virtual group 36. 
If multiple access networks with different technologies 
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are available, the mult:i-mode capabilities allow grouping 
based on technology- dependent rules that provide the most 
cost-effective mode of operation to the end user. 

FIGURE 7 illustrates details of the policy 
information base 56 in accordance with one embodiment of 
the present invention. The policy information base 56 
maintains QoS policies subscribed to by the end user over 
various geo-location areas and technologies. Thus, an 
end user may have multiple policies associated with 
different locations or geographic areas, access networks 
and services. The end user may also have subscribed 
policies that vary over time. In addition to QoS 
policies, the policy information base 56 may also 
maintain information pertaining to the congestion and 
policing treatment for a particular flow. The policy 
information base 56 provides information to the dynamic 
flow manager 32 for virtual grouping of flows and to the 
virtual groups 36 for congestion control. In this way, 
the policy information base 56 acts as a policy manager 
within the mobile gateway 20. 

Referring to FIGURE 7, the policy information base 
56 includes SLA information 140, flow information 142 and 
geo region information 144. The SLA information 140 may 
include a wireless bandwidth broker identifier and 
location-dependent flow pricing information. The flow 
information 142 may ;.nclude a SLA identifier and flow 
specifications. The flow specifications include peak 
rate, subscribed rate, conformance level, treatment, and 
maximum delay. The geo region information 144 identifies 
areas within the access network. Such areas may be 
represented by polygons, ellipses, circles and other 
suitable shapes. It will be understood that the policy 
information base 56 may include other or different 
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suitable information for managing service policies in the 
mobile gateway 20. 

FIGURE 8 illustrates details of the rules 
information base 62 in accordance with one embodiment of 
the present invention. In this embodiment, the rule 
information base 62 includes rules for CDMA, GSM, TDMA, 
IDEN, and LMDS wireless technologies. These rules 

account for the fundamental differences between the 
technologies and allow virtual groups 3 6 to be created 
which accounts for the impact of flows on the network and 
vice-versa. It will be understood that other suitable 
types of technologies may be similarly mapped in the rule 
information base 62. 

Referring to FIGURE 8, for CDMA technology 150, the 
rules governing virtual grouping may be based on per 
antenna beam, per RF carrier, per geographic area, or per 
spreading sequence. The grouping may also be realized on 
the basis of soft handoff regions, radio distances, or 
physical distances from the cell sites. The rules may 
further be made dependent on real-time call statistics 
such as call originations, terminations, system loading, 
and system quality metrics such as call blocks, call 
drops, flow throughput and mean packet delays. For GSM 
PCS 1900 technology 152, the rules governing virtual 
grouping can be based on per antenna beam, per co- channel 
reuse group, per channel (one or more) slot, or per 
frequency hopping sequence. The geographic area based on 
either radio distances or physical distances can also be 
utilized as a basis of virtual grouping. The rules may 
also be made dependant on real-time call statistics, 
system interference and specific network deployment 
strategies, such as overlay/underlay , spectrum sharing or 
clearing. For TDMA and IDEN technologies 154 and 156, 
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the rules governing the virtual grouping can be based on 
per antenna beam, per geographic area, per channel, per 
co-channel reuse group, radio distances, real-time call 
statistics and air interference. The rules may also be 
5 based on specific network deployment strategies, such as 
overlay/underlay spectrum sharing, or clearing. For LMDS 
technology 158, the rules governing the virtual grouping 
may be based on per hub, per antenna beam, per reuse 
group or per point-to-point link. The rules may also be 

10 dynamically updated based on real-time feeds of the 
atmospheric conditions affecting the performance of the 
point-to-point links. 

FIGURE 9 illustrates details of the dynamic 
bandwidth estimator 34 in accordance with one embodiment 

15 of the present invention. In this embodiment, the 
dynamic bandwidth estimator 34 receives available 
bandwidth maps and/or parameters from the performance 
monitor 38, local information bases 3 0 or external feeds, 
mobility updates 162 from the dynamic flow manager 32 and 

20 meter readings 164 from the virtual groups 36. This 
information is fed to a virtual bandwidth group estimator 
166 that provides periodic bandwidth estimates to update 
the congestion control parameters in the virtual groups 
36. The update period may be from a few microseconds to 

25 a few seconds or other suitable time period and may be 
dynamic. The bandwidth estimates are used in each 
virtual group 3 6 to modify and/or update congestion 
parameters for the virtual group 36. These dynamic 
congestion parameters are used to determine the queuing 

3 0 and forwarding resources for each virtual group and to 
proactively prevent the onset of congestion. 

The available bandwidth maps/parameters 160 may 
include the previously described bandwidth maps and/or 
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historical bandwidth usage, static local access network 
specific, real-time access network specific, real-time 
call cross dependence, and pricing strategy parameters. 
The historical usage parameters may be obtained from the 
operations log of the access network. The historical 
data may be organized on a time scale of a month, a day, 
or a few hours. The usage pattern on special occasions 
such as a holiday, mother's day, convention, fair and the 
like may also be provided in the historical usage 
parameters. The static local access network specific 
parameters may include the cell layout, number of 
channels, maximum power levels and the like. The real- 
time access network specific parameters may include call 
blocks, call drops, atmospheric conditions, call quality 
metrics such as packet error rates and interference, 
system interference, system loading, soft handoff 
loading, flow throughput and mean packet delays. 
Atmospheric conditions may be obtained from the 
performance monitor 38. The real-time call statistics 
may include originations, terminations, mean holding 
time, burst iness of calls and handoff overhead. The 
cross dependence parameters provide interference impact 
information on flows across several of the virtual groups 
36. The pricing strategy parameters may include 

agreement information between a local access network 
operator and an end user. 

The virtual group bandwidth estimator 166 uses the 
mobility updates 162 to reassess bandwidth usage, network 
performance and congestion impact of a mobile device 18 
moving from one location to another. The mobile updates 
are provided by the dynamic flow manager 62 in response 
to a flow moving from one virtual group 3 6 to another. 
An action is in response to an event when it follows at 
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least the event either directly or indirectly. Thus, 
other events may intervene and/or be necessary for the 
action to occur. The virtual group bandwidth estimator 
166 analyzes the impact of the flow regrouping and 
5 recomputes available bandwidth for each virtual group 36 
directly and indirectly impacted by flow movement. The 
meter readings 164 provide the current allocation of 
forwarding resources for each virtual group 3 6 and 
provide a feedback loop to the virtual group bandwidth 

10 estimator 166 for tuning time -dependent bandwidth 
estimates for each virtual group 36. 

For a virtual group 36 covering a plurality of 
locations for which available bandwidth has been 
determined, the virtual group bandwidth estimator 166 

15 aggregates the bandwidths estimates for the disparate 
locations to generate a bandwidth for the virtual group 
36. Similarly, for virtual groups 36 sharing a location 
with other virtual groups 36, the virtual group bandwidth 
estimator 166 determines the portion of the bandwidth for 

20 location that is available to each of the virtual groups 
36. Thus, the virtual groups 3 6 may be based on or 
independent from a particular location or locations. 

FIGURE 10 illustrates details of the meter 70 in a 
virtual group 3 6 in accordance with one embodiment of the 

25 present invention. In this embodiment, the meter 70 
includes a class segmentor 170 for dividing flows between 
the various class of services as well as class meter 172 
and a class remarker 174 for each class of service in the 
virtual group 36. The class meter 172 meters each flow 

3 0 to identify packets in excess of flow policies. Such 
excess packets may be above a peak rate or other suitable 
subscribed limit. The class remarker 174 remarks excess 
packets for implementation of congestion control. For 
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example, a premium class packet exceeding the subscribed 
policies for a flow may be demoted to a best effort 
packet and dropped to prevent congestion in a virtual 
group 3 6 if insufficient bandwidth is available to the 
5 virtual group 36 to transmit the packet. It will be 
understood that the meter 70 may be suitably otherwise 
implemented in each virtual group 36. 

FIGURE 11 illustrates details of the adaptive 
congestion controller 72 in accordance with one 

10 embodiment of the present invention. In this embodiment, 
the congestion controller 72 comprises a control 
parameter generator 180 and a queue manager 182 for each 
class of service queue 74 in a virtual group 36. 
Accordingly, congestion control treatments may be 

15 individually applied to each class of service within each 
virtual group 36. 

The control parameter generator 180 receives 
available bandwidth estimates from the dynamic bandwidth 
estimator 34 and generates dynamic congestion control 

20 parameters for the associated class of service queue 74 
based on the bandwidth estimates. The queue manager 182 
applies congestion control based on the dynamic 
congestion control parameters to drop excess packets 184 
from the virtual group 36. Remaining packets 186 are 

25 added to the class of service queue 74 for transmission 
in the wireless network. The adaptive congestion control 
may be applied to packets 60 to be transmitted to the 
mobile device 18 to control transmission bandwidth to the 
mobile device 18 or to packets 60 received from the 

3 0 mobile device 18 to control transmission bandwidth of the 
mobile device 18 . 

The congestion control mechanism implemented by the 
queue manager 182 may be individually specified for each 
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class of service in isach virtual group 3 6 and may be 
random early drop (RED), head-drop, tail-drop or other 
suitable mechanism capable of adaptively controlling 
congestion based on clynamic control parameters . In a 
5 particular embodiment, the queue manager 182 implements 
an extended RED algorithm for congestion avoidance in a 
multiple -queue system with shared buffer space. Shared 
buffer space for multiple queues is described in more 
detail below in conm ;ction with FIGURE 12 . In this 

10 embodiment, each queiue 74 has a reserved minimum 
bandwidth and each cai , use additional free buffer space 
from the shared pool of buffers. This adaptive queue 
management mechanism i-nables dynamic linear changes of 
the minimum and maximui i queue thresholds as a function of 

15 the amount of congestion over the air link. The 
congestion over the .air link is determined based on 
supply estimates recei^'/ed from the supply estimator. The 
queue length in terms of use space is measured and an 
average queue lenc|th is calculated using an 

2 0 expedientially weighted average of previous queue 
lengths . 

In a particular embodiment in which the adaptive 
congestion controller 72 implements a random early drop 
(RED) algorithm, the virtual group bandwidth estimator 
25 166 may use a low-pasis filter to establish exponential 
weighted moving averages for each class of service queue 
74 in each virtual gi oup 36. In this embodiment, the 
average computed bandwidth may be calculated as follows: 

30 A = (l-g) X B+g x b 

or 

A = B+g X (b-B) 

where 

A is equal to the average computed bandwidth at time t; 
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B is equal to the average computed bandwidth at time t-1; 
b is equal to the actual bandwidth available at t-1; and 
g is equal to the gain of the filter. 

5 In this way, the virtual group bandwidth estimator 

166 calculates the estimated supply based on demand up 
dates and the interf enijnce impact of neighboring regions. 
It will be understood i .hat the bandwidth estimates may be 
otherwise suitably determined for adaptive congestion 

10 control in the virtual groups 36. 

FIGURE 12 illustrates details of the class of 
service queues 74 in accordance with one embodiment of 
the present invention. In this embodiment, the class of 
service queues 74 for all of the virtual groups 3 6 are 

15 implemented in a commo i first in first out (FIFO) memory 
with each packet 190 leaving an associated virtual group 
pointer 192 and a clas!:i pointer 194. The unique pointers 
192 and 194 allow the ])ackets 190 to be moved between the 
class of service queues:: 74 and virtual groups while still 

20 in a common time domaii. Thus, the packets 190 maintain 
an order based on tie original queuing time. As a 
result, bandwidth weiglited fairness is facilitated across 
the virtual groups 3 6 and flows within a virtual group 
36 . 

25 FIGURE 13 is a flow diagram illustrating a method 

for organizing packets 60 into virtual groups 36 in 
accordance with one erroodiment of the present invention. 
The method begins at 3tep 2 00 in which a packet 60 is 
received for transmisiision in the wireless network 10. 

3 0 Next, at step 2 02, thei packet header 80 is extracted to 
get the flow identifie:r and determine the corresponding 
flow. As previously described, the flow identifier may 
be a tuple including the source address, destination 
address, port address, and application type. 
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Proceeding to step 2 04, the network information base 
50, location information base 52, call information base 
54, and/or policy information base 56 are accessed to 
retrieve information for the packet flow. Next, at 
5 decisional step 2 06, the dynamic flow manager 32 
determines if a virtual group 36 is defined for the flow. 
If no virtual group is defined for the flow, the No 
branch of decisional step 206 leads to step 208 in which 
the packet 60 is assigned to a default virtual group 36. 
10 This ensures that all packets will be forwarded to a 
virtual group 3 6 for allocation of queuing and forwarding 
resources . 

Returning to decisional step 206, if a virtual group 
3 6 is defined for the flow, the Yes branch leads to 
15 decisional step 210. At decisional step 210, the dynamic 
flow manager determines whether the virtual group 3 6 
currently exists in the mobile gateway 20. If the 
virtual group 3 6 does not exist, the No branch of 
decisional step 210 leads to step 212 in which the 

2 0 virtual group 3 6 is created for handling the flow. Step 

212 leads to step 214 in which the packet is assigned to 
the created virtual group 36. In this way, the dynamic 
flow manager 32 creates virtual groups 36 and may 
similarly delete virtual groups 3 6 no longer in use by a 
25 flow in the mobile gateway 20. 

Returning to decisional step 210, if a virtual group 
36 already exists, the Yes branch proceeds to decisional 
step 216 in which the dynamic flow manager 32 determines 
whether the flow location has changed such that the flow 

3 0 has moved from one virtual group 3 6 to another. If the 

virtual group 3 6 has not changed, the No branch of 
decisional step 216 leads to step 214 in which the packet 
60 is assigned to the existing virtual group 36. If the 
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virtual group 3 6 has changed, the Yes branch of 
decisional step 216 leads to step 218 in which a virtual 
group 3 6 change message is generated to allow queued 
packets 6 0 for the virtual group 3 6 to be moved to the 
5 new virtual group 36. Step 218 also leads to step 214 in 
which the packet 6 0 is assigned to the new virtual group 
36. Labels indicating power level, service/multiplex 
option, location, SLA DSCP call and the like are added to 
the packet handler or swapped with the existing labels. 

10 Steps 208 and 214 lead to the end of the process by which 
the packet 60 is organized into a virtual group 36 for 
allocation of queuing and forwarding resources. 

FIGURE 14 illustrates assignment of exemplary 
packets 60 into virtual groups 36. In the exemplary 

15 embodiment, the mobile gateway includes Virtual Groups 1- 
4 that each have a premium, assured, and best effort 
queue. The best effort queue in Virtual Group 1 receives 
Flow P while Virtual Group 3 receives Flow Q and Flow R. 
Flows P and Q have a best effort QoS while Flow R has a 

20 premium QoS. Packets 1-5 arrive and are queued in the 
shared buffer in their order of arrival . Packets 1 and 4 
(PI and P4) belong to Flow R, Packet 2 (P2) to Flow Q and 
Packets 3 and 5 (P3 and P5) to Flow P. 

There are two ways of checking out the packets 60 

25 upon reception of the available bandwidth updates from 
the supply estimator 34. The packets 60 can be checked 
out sequentially by going through each virtual group 3 6 
sequentially or they can be checked out sequentially by 
going through the shared queue. If the forwarding 

3 0 resources are available to check out all outsending 
packets in the queue, implementing the first technique 
will result in the packet checkout order of P3 , P5, PI, 
P2 and P4 . The second technique will result in the 
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packet checkout order of PI, P2 , P3 , P4 and P5 . In the 
event forwarding resources are not available for all 
queued packets, only those packets which satisfy the 
bandwidth constraint provided by the supply estimator 34 
5 will be checked out from the queue 74. For example, if 
available forwarded resources for Virtual Group 1 are two 
units for best effort packets and available forwarded 
resources for Virtual Group 3 are two units for premium 
class packets and zero units for best effort packets, the 

10 packet checkout will be PI, P3 , P4 and P5 . P2 will 
remain in the queue 74 due to the lack of available 
bandwidth for best effort packet in Virtual Group 3 . 
However, it will advance to the head of the queue 74 and 
will be the first to be checked out when the bandwidth 

15 for that class in the virtual group becomes available. 

FIGURE 15 is a flow diagram illustrating a method 
for metering and policing flows in a virtual group 36 in 
accordance with one embodiment of the present invention. 
The metering ensures that individual flows in the various 

20 virtual groups 36 are treated and allocated resources in 
accordance with their QoS subscription and call 
characteristics. It also ensures fair and equitable 
distribution of queuing and forwarded resources among 
flows of a virtual group 3 6 as per their distinct QoS 

25 subscriptions. The metering and placing of the 

individual flows can be placed on static or dynamic time 
and space-varying QoS policies and call characteristics 
of the individual flows . 

Referring to FIGURE 15, the method begins at step 

3 0 240 in which a packet 60 is received for transmission in 
the wireless network 10. Next, at step 242, the flow 
corresponding to the packet 6 0 is determined by 
inspecting the label. At step 244, the class for the 
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flow is determined. In a particular embodiment, the 
class may be a premium class, an assured class, or a best 
effort class. 

Proceeding to step 246, the packet 60 is metered 
based on its class to determine whether it exceeds the 
flow policy. At decisional step 248, if the packet 
exceeds the policy limitations, the Yes branch leads to 
step 250 in which the packet 60 is remarked to a reduced 
class to enable the packet 60 to be dropped if necessary 
to prevent congestion in the virtual group 36. In this 
case, the class label is swapped. Step 250 leads to step 
252 in which the packet is stored in the demoted class 
queue 74 . 

Returning to decisional step 248, if the packet 60 
is not in excess of the policy limitations for the flow, 
the No branch of decisional step 248 leads to step 252 in 
which the which packet 60 is stored in its identified 
class of service queue 74. Steps 250 and 252 lead to the 
end of the process by a packet 60 is metered and remarked 
in anticipation of congestion control. It will be 
understood that the packet 60 may be otherwise suitably 
metered as part of the adaptive congestion control. 

FIGURE 16 illustrates metering and policing of 
exemplary flows. In the exemplary embodiment. Virtual 
Group 1 includes Flow P subscribing to a premium class 
treatment. Flow Q subscribing to assured class treatment, 
and Flow R subscribing to best effort treatment. Packets 
1, 3 and 5 (PI, P3 and P5) are received for Flow P, 
Packet 2 (P2) for Flow R, and Packet 4 (P4) for Flow Q. 
If the premium class treatment for Flow P allows the 
arrival of only one packet per unit time, only PI and P5 
are classified as premium class packets and treated 
accordingly. P3 is demoted and classified as a best 



ATTORNEYS DOCKET PATENT APPLICATION 

067191 . 0108 

42 

effort packet. P5 arriving in a second unit of time is 
within the policy limitations and therefore retains its 
premium class treatment. P2 belonging to Flow R is 
classified as a best effort packet in accordance with its 
5 policy subscription. Similarly, P4 belonging to Flow Q 
is classified as an assured class packet in accordance 
with its policy subscription. These packets are then 
passed to the appropriate congestion controller 72 for 
dropping of excess packets before forwarding them into 
10 the checkout queue and adding the remaining packets to 
the queue 74 for transmission in accordance with their 
class . 

FIGURE 17 is a flow diagram illustrating a method 
for adaptively controlling congestion in a virtual group 

15 36 in accordance with one embodiment of the present 
invention. In the wireless network 10, congestion 

results when the air bandwidth is depleted. In addition, 
conditions similar to congestion occur when the air link 
between the network and the mobile end users degrade due 

2 0 to excessive interference or due to insufficient 
coverage. Because the air bandwidth in different geo- 
locations are interdependent, congestion in one area may 
lead to congestion in another causing a domino congestion 
effect throughout the network. The adaptive congestion 

2 5 control accounts for the interference to prevent 
degradation in the air link performance. 

Referring to FIGURE 17, the method begins at step 
280 in which an available bandwidth map is received. The 
available bandwidth map may be generated as previously 

30 described in connection with the bandwidth estimator 34. 
Next, at step 282, the available bandwidth for a virtual 
group 36 is determined and provided to the congestion 
controller 72. At step 284, policy flow information for 
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the virtual group is received by the congestion 
controller 72 from the policy information base 56. 

Proceeding to step 286, congestion control 
parameters are generated based on the available bandwidth 
5 for the virtual group 36. At step 288, the congestion 
control parameters are applied by the congestion 
controller 72 to identify the queuing boundaries. For 
the RED congestion control mechanism, the queuing 
boundaries may comprise a minimum threshold, a maximum 

10 threshold, a maximum probability, and a maximum weight 
for determining the average queue length. 

At step 2 90 the congestion controller 72 drops 
excess packets outside the queuing boundaries. For the 
RED congestion control mechanism, packets below the 

15 minimum threshold are never dropped, packets above the 
maximum threshold are always dropped and packets between 
the thresholds are dropped based on the probability. At 
step 2 92, the remaining packets 60 are queued for 
transmission in the wireless network 10. Step 290 leads 

2 0 to the end of the process by which congestion control 

parameters are adapted based on available bandwidth to 
prevent congestion in the virtual groups 36 and in the 
mobile gateway 20. 

FIGURE 18 illustrates congestion control of 
25 exemplary flows. In the exemplary embodiment, the mobile 
gateway 20 includes Virtual Groups 1-4. Virtual Groups 2 
and 3 each have a premium, assured and best effort class 
of service. The call congestion module for the virtual 
groups 3 6 utilizes the dynamic supply updates from the 

3 0 supply estimator 34 along with the expected packet 

arrivals to determine the lower and upper thresholds for 
congestion control . The average queue length in 

conjunction with the supply estimates and burstiness of 
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the flows is then used to calculate the packet drop 
probability. 

The policy information such as the class of the 
flows and their QoS policies is used with the available 
5 bandwidth to determine the congestion control parameters. 
For example, for a real-time call such as voice over IP 
(VoIP) that is more tolerant to packet drops than packet 
delays, call congestion parameters may be set to discard 
packets rather than deliver delayed packets, thereby 
10 saving forwarding resources and reducing potential system 
congestion . 

FIGURE 19 is a flow diagram illustrating a method 
for managing flow mobility for the virtual groups 3 6 in 
accordance with one embodiment of the present invention. 

15 As previously described, the rules governing formation of 
the virtual groups 3 6 inside the dynamic flow manager 32 
may change dynamically based on real-time updates from 
the information bases 30 and the performance monitor 38. 
This may result in the flow being assigned to a virtual 

20 group 36 that is different from a current one. The 
mobility manager 4 0 moves the queued packets from the old 
to the new virtual group 3 6 while maintaining fairness in 
allocation of forwarding resources to the moved packets. 

Referring to FIGURE 19, the method begins at step 

25 310 in which the mobility manager 40 receives 
notification of a flow move from a first location to a 
second location. As previously described, the 

notification may be generated by the dynamic flow manager 
32 based on real-time call parameters. 

3 0 Proceeding to step 312, the mobility manager 3 2 

searches the shared queue to identify packets 190 for the 
flow previously queued in a virtual group 3 6 associated 
with the first location. The packets 190 may be 
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identified by the virtual group pointer 192 in the shared 
queue. Next, at step 314, the packets are requeued into 
a virtual group 3 6 for the second location. In the 
shared-queue embodiment, the packets 190 may be requeued 
5 by updating the virtual group pointer 192 from the first 
virtual group 3 6 to the second virtual group 36. Thus, 
the packets 190 maintain the original order and fairness 
is provided to a flow as it moves through the wireless 
network. Step 314 leads to the end of the process. 

10 FIGURE 20 illustrates mobility management of 

exemplary flows. In the exemplary embodiment, the mobile 
gateway 2 0 includes Virtual Groups 1-4. Virtual Groups 1 
and 3 each include three classes of service. Flow P is 
classified into class 3 of Virtual Group 1, Flow Q into 

15 class 3 of Virtual Group 3 and Flow R into class 1 of 
Virtual Group 3 . Flow Q includes queued Packets 1 and 4 
(PI and P4) , Flow R includes queued Packet 3 (P3) and 
Flow P includes queued Packets 2 and 5 (P2 and P5) . In 
response to Flow P moving from Virtual Group 1 to Virtual 

2 0 Group 3, the pointers to P2 and P5 are disassociated from 
Virtual Group 1 and transfer to Virtual Group 3 while 
maintaining the class of the packets and their relative 
position based on their arrival time within the queue 
with respect to other packets. Thus, for example, if the 

25 available forwarding resources are two units for class 1 
and one unit for class 3, then PI and P2 will be checked 
out. Thus, the available forwarding resources are 

assigned to packets in the order in which they arrive 
irrespective of the dynamic regrouping of the flows 

30 across the different virtual groups 36. The dynamic 
bandwidth estimator 34 is notified of the dynamic 
regrouping to allow it to reassess the interference 
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impact and congestion parameters for each of the affected 
virtual groups 36. 

FIGURE 21 illustrates the mobile gateway 2 0 in 
accordance with a particular embodiment of the present 
invention. In this embodiment, the mobile gateway 2 0 is 
implemented in a card-shelf configuration with its 
functionality distributed between discreet cards. The 
cards are connected by a mesh network, one or more buses, 
a backplane, or other suitable communication channel. 

Referring to FIGURE 21, the mobile gateway 2 0 
includes a plurality of mobile side peripherals 350, a 
plurality of QoS engine cards 352, and a plurality of 
network side peripherals 354. The mobile side 

peripherals 350 include the network information base 30, 
dynamic flow manager 32, performance monitor 38, and 
dynamic bandwidth estimator 34 for processing and 
handling traffic received from the wireless portion of 
the network or different portions of the network. The 
mobile side peripherals 3 50 may comprise disparate cards 
to handle disparate access technologies. The mobile side 
peripherals 350 may be directly connected to a radio 
front end and act as a base station or may be connected 
to a base station, base station controller, or other 
element in an existing wireless network. The mobile side 
peripherals 350 add labels to receive traffic for routing 
and location, power level, and SLA labels for grouping by 
the QoS engine 3 52 . 

The network side peripherals 354 include local 
information base 30, dynamic flow manager 32, performance 
monitor 38, and dynamic bandwidth estimator 34 for 
processing and handling traffic received from the 
wireline portion of the network. The network side 
peripherals may include disparate types of cards for 
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connection to disparate wireline formats or different 
portions of the network. The network side peripherals 
354 add routing location, power level, SLA, and grouping 
labels to receive traffic for use by the QoS engine 352. 
5 The QoS engine 352 comprises the virtual groups 36 

including the meter 70, the adaptive congestion 
controller 72, and the class of service queues 74. 
Traffic is individually controlled and shaped in each of 
the virtual groups 36. The QoS engine 3 52 also includes 

10 the mobility manager 4 0 to move packets between the 
virtual groups 3 6 as source and/or destination devices 
move within the network. As previously described, the 
mobility manager 4 0 ensures fairness in treatment of the 
packets and ensures that packets for a flow from a 

15 previous virtual group 36 are handled prior to packets 
for the same flow queued in the new virtual group 36. 

The card-shelf configuration of the mobile gateway 
2 0 provides a scalable architecture within the network 
10. In addition, 1+1, 1:N or other protection switching 

2 0 schemes can be implemented in the mobile gateway 2 0 using 
protection cards. It will be understood that the mobile 
gateway 2 0 may be otherwise suitably implemented. 

Although the present invention has been described 
with several embodiments, various changes and 

25 modifications may be suggested to one skilled in the art. 
It is intended that the present invention encompass such 
changes and modifications as fall within the scope of the 
app ende d c 1 a ims . 
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WHAT IS CLAIMED IS : 

1. A method for queuing traffic in a wireless 
network, comprising: 

receiving a stream of packets for transmission 
5 in a wireless network, each packet including a flow 
identif ier ; 

assigning each packet to one of the plurality 
of virtual groups based on the flow identifier, the 
virtual groups comprising discrete transmission 
10 resources; and 

queuing each packet in an assigned virtual 
group for transmission in the wireless network. 

2. The method of Claim 1, further comprising: 

15 determining for a packet based on the flow 

identifier a characteristic for a corresponding flow, the 
characteristic comprising at least one of a location of 
the flow, a wireless network parameter, a policy 
parameter for the flow and a flow parameter; and 

2 0 assigning the packet to a virtual group based 

on the characteristic for the flow. 

3. The method of Claim 2, further comprising 
inserting a label indicating the virtual group. 

25 

4 . The method of Claim 2 , wherein the 
characteristic comprises at least one of the location of 
the flow, the wireless network parameter, the policy 
parameter for the flow, the flow parameter, and a power 

3 0 level for the flow. 



ATTORNEYS DOCKET PATENT APPLICATION 

067191 . 0108 

49 

5. The method of Claim 1, further comprising: 

determining for a packet based on the flow 
identifier a set of characteristics for a corresponding 
flow, the set of characteristics comprising a plurality 
5 of a location of the flow, a wireless network parameter, 
a policy parameter for the flow and a flow parameter; and 
assigning the packet to a virtual group based 
on the set of characteristics for the flow. 

10 6. The method of Claim 5, further comprising 

inserting a label indicating the virtual group. 

7. The method of Claim 5, the set of 
characteristics further comprising a power level for the 

15 flow. 

8. The method of Claim 1, wherein the flow 
identifier comprises a location-specific flow identifier. 

20 9. The method of Claim 1, wherein the flow 

identifier comprises a source address, a destination 
address, a port address and an application type for the 
flow. 

25 10. The method of Claim 1, further comprising: 

determining for a packet based on the flow 
identifier a location for a corresponding flow; and 

assigning the packet to a virtual group 
associated with the location. 

30 

11. The method of Claim 10, further comprising 
inserting a label indicating the virtual group. 
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12. The method of Claim 10, wherein the location 
comprises a sector in the wireless network. 

13. The method of Claim 10, wherein the location 
comprises a latitude and a longitude of a mobile device 
associated with the flow. 

14. The method of Claim 10, wherein the location 
comprises a specific beam within a sector of the wireless 
network . 

15. The method of Claim 1, further comprising: 
determining for a packet based on the flow 

identifier a wireless network parameter; and 

assigning the packet to a virtual group based 
on the wireless network parameter. 

16. The method of Claim 15, further comprising 
inserting a label indicating the virtual group. 

17. The method of Claim 15, wherein the wireless 
network parameter comprises a sector layout. 

18. The method of Claim 15, wherein the wireless 
network parameter comprises a frequency plan in the 
wireless network. 

19. The method of Claim 15, wherein the wireless 
network parameter comprises a soft handoff percentage in 
the wireless network. 
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20. The method of Claim 15, wherein the wireless 
network parameter comprises an interference estimate in 
the wireless network. 

5 21. The method of Claim 15, wherein the wireless 

network parameter comprises a sector power output in the 
wireless network. 

22. The method of Claim 15, wherein the wireless 
10 network parameter comprises a noise threshold in the 
wireless network. 



23. The method of Claim 1, further comprising: 

determining for a packet based on the flow 
15 identifier a policy parameter for a corresponding flow; 
and 

assigning the packet to a virtual group based 
on the policy parameter. 

20 24. The method of Claim 23, wherein the policy 

parameter comprises a service level agreement (SLA) for 
the flow. 

25. The method of Claim 23, wherein the policy 
25 parameter comprises a peak rate for the flow. 

26. The method of Claim 23, wherein the policy 
parameter comprises a subscribed rate for the flow. 

3 0 27. The method of Claim 23, wherein the policy 

parameter comprises a maximum burst rate for the flow. 
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28. The method of Claim 23, wherein the policy 
parameter comprises a packet size for the flow. 

29. The method of Claim 23, wherein the policy 
5 parameter comprises a delay threshold for the flow. 

30. The method of Claim 1, further comprising: 
determining for a packet based on the flow 

identifier a flow parameter for a corresponding flow; and 
10 assigning the packet to a virtual group based 

on the flow parameter. 

31. The method of Claim 30, wherein the flow 
parameter comprises a type of the flow. 

15 

32. The method of Claim 31, wherein the flow 
parameter comprises a data flow identifier. 

33. The method of Claim 30, wherein the flow 
20 parameter comprises a multi-slot/multi-code indicator for 

the flow. 

34. The method of Claim 30, wherein the flow 
parameter comprises a power level for the flow. 

25 

35. The method of Claim 30, wherein the flow 
parameter comprises a multi-mode indicator for the flow. 

36. The method of Claim 1, further comprising 
30 modifying the existence of virtual groups based on a 

dynamic status of the wireless network. 
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37. The method of Claim 1, further comprising 
defining the plurality of virtual groups to account for 
the impact of flows on the wireless network. 

38. The method of Claim 1, queuing the packets in 
the assigned virtual groups comprising queuing the 
packets in a common memory with a virtual group 
identifier for each packet. 

39. The method of Claim 1, the virtual groups 
including a plurality of class of service queues, further 
comprising; 

determining a class of service for a packet; 

and 

queuing the packet in a corresponding class of 
service queue in the assigned virtual group. 

40. The method of Claim 39, queuing the packets in 
the assigned virtual groups comprising queuing the 
packets in a common memory with a virtual group 
identifier and a class of service identifier. 

41. The method of Claim 39, wherein each class of 
service queue comprises a first in first out (FIFO) 
queue . 

42. The method of Claim 1, further comprising 
individually metering packets in a virtual group to 
demote packets in excess of corresponding flow policies. 
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43. The method of Claim 1, further comprising 
dynamically controlling congestion in a virtual group 
based on available bandwidth for the virtual group in the 
wireless network. 

5 

44. The method of Claim 1, further comprising; 
receiving an indication of available bandwidth 

for a virtual group; 

generating congestion control parameters for 
10 the virtual group based on the indication of available 
bandwidth; and 

dropping packets from flows in the virtual 
group based on the congestion control parameters. 

15 45. The method of Claim 44, further comprising 

generating the indication of available bandwidth based on 
air-resource estimates. 

46. The method of Claim 44, further comprising 
20 generating the indication of available bandwidth based on 

pricing strategy information. 

47. The method of Claim 44, further comprising 
generating the indication of available bandwidth based on 

2 5 historical usage information. 

48. The method of Claim 1, at least one virtual 
group including a plurality of class of service queues, 
further comprising individually controlling congestion 

3 0 for each of the class of service queues in the virtual 

group based on a dynamic status of the wireless network. 
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49. The method of Claim 1, further comprising; 

assigning a packet for a corresponding flow in 
a first location to a first virtual group associated with 
the first location; and 
5 in response to the flow device moving from the 

first location to a second location, assigning a 
subsequent packet for the flow to a second virtual group 
associated with the second location. 

10 50. The method of Claim 49, further comprising 

requeuing the packet in the first virtual group into the 
second virtual group based on an original queuing time 
for the packet . 



in 
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51. A system for queuing traffic in a wireless 
network, comprising: 

a dynamic flow manager operable to receive a 
stream of packets for transmission in a wireless network, 
5 each packet including a flow identifier, and to assign 
each packet to one of a plurality of virtual groups based 
on the flow identifier; and 

the virtual groups comprising discrete 
transmission resources each operable to queue assigned 
10 packets for transmission in the wireless network. 

52. The system of Claim 51, the dynamic flow 
manager further operable to determine for a packet based 
on the flow identifier a characteristic for a 

15 corresponding flow, the characteristic comprising at 
least one of a location of the flow, a wireless network 
parameter, a policy parameter for the flow, and a flow 
parameter, and to assign the packet to a virtual group 
based on the characteristic for the flow. 

20 

53. The system of Claim 52, the dynamic flow 
manager further operable to insert a label indicating the 
virtual group. 

25 54. The system of Claim 52, the characteristic 

comprising at least one of the location of the flow, the 
wireless network parameter, the policy parameter for the 
flow, the flow parameter, and a power level for the flow. 
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55. The system of Claim 51, the dynamic flow 
manager further operable to determine for a packet based 
on a flow identifier a set of characteristics for a 
corresponding flow, the set of characteristics comprising 
5 a location of the flow, a wireless network parameter, a 
policy parameter for the flow, and a flow parameter, and 
to assign the packet to a virtual group based on the set 
of characteristics for the flow. 

10 56. The system of Claim 55, the dynamic flow 

manager further operable to insert a label indicating the 
virtual group . 

57. The system of Claim 55, the set of 
15 characteristics comprising a power level for the flow. 

58. The system of Claim 51, wherein the flow 
identifier comprises a location-specific flow identifier. 

2 0 59. The system of Claim 51, wherein the flow 

identifier comprises a source address, a destination 
address, a port address and an application type for the 
flow. 

25 60. The system of Claim 51, the dynamic flow 

manager further operable to determine for a packet based 
on the flow identifier a location for a corresponding 
flow and to assign the packet to a virtual group 
associated with the location. 

30 

61. The system of Claim 60, the dynamic flow 
manager further operable to insert a label indicating the 
virtual group . 
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62. The system of Claim 60, wherein the location 
comprises at least one of a sector in the wireless 
network, a latitude and a longitude of a mobile device 
associated with the flow, and a specific beam within a 
sector of the wireless network. 

63. The system of Claim 51, further comprising 
software stored on a computer- readable medium, the 
software comprising the dynamic flow manager and operable 
to implement the virtual groups. 

64. The system of Claim 51, further comprising a 
preconf igured processor operable to implement the dynamic 
flow manager and the virtual groups. 

65. The system of Claim 51, the dynamic flow 
manager further operable to determine for a packet based 
on the flow identifier a wireless network parameter and 
to assign the packet to a virtual group based on the 
wireless network parameter. 

66. The system of Claim 65, the dynamic flow 
manager further operable to insert a label indicating the 
virtual group. 

67. The system of Claim 65, wherein the wireless 
network parameter comprises a sector layout. 

68. The system of Claim 65, wherein the wireless 
network parameter comprises one of a frequency plan and a 
frequency group in the wireless network. 
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69. The system of Claim 65, wherein the wireless 
network parameter comprises one of a soft handoff 
percentage and a soft handoff region in the wireless 
network . 

70. The system of Claim 65, wherein the wireless 
network parameter comprises an interference estimate in 
the wireless network. 



10 71. The system of Claim 65, wherein the wireless 

network parameter comprises a sector power output in the 
wireless network. 



72. The system of Claim 65, wherein the wireless 
15 network parameter comprises a noise threshold in the 
wireless network. 



73. The system of Claim 51, the dynamic flow 
manager further operable to determine for a packet based 

20 on the flow identifier a policy parameter for a 
corresponding flow and to assign the packet to a virtual 
group based on the policy parameter. 

74. The system of Claim 73, wherein the policy 
25 parameter comprises a service level agreement (SLA) for 

the flow. 



75. The system of Claim 73, wherein the policy 
parameter comprises a peak rate for the flow. 

30 

76. The system of Claim 73, wherein the policy 
parameter comprises a subscribed rate for the flow. 
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77. The system of Claim 73, wherein the policy 
parameter comprises a maximum burst rate for the flow. 



78. The system of Claim 73, wherein the policy 
5 parameter comprises a packet size for the flow. 

79. The system of Claim 73, wherein the policy 
parameter comprises a delay threshold for the flow. 



10 80. The system of Claim 51, the dynamic flow 

manager further operable to determine for a packet based 
on the flow identifier a flow parameter for a 
corresponding flow and to assign the packet to a virtual 
group based on the flow parameter. 

15 

81. The system of Claim 80, wherein the flow 
parameter comprises a type of the flow. 



82. The system of Claim 80, wherein the flow 
2 0 parameter comprises a data flow identifier. 

83. The system of Claim 80, wherein the flow 
parameter comprises a multi -slot/multi-mode for the flow. 

25 84. The system of Claim 80, wherein the flow 

parameter comprises a power level for the flow. 



85. The system of Claim 80, wherein the flow 
parameter comprises a multi -mode indicator for the flow. 

30 
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86. The system of Claim 51, the dynamic flow 
manager further operable to modify the existence of 
virtual groups based on a dynamic status of the wireless 
network. 

5 

87. The system of Claim 51, the dynamic flow 
manager further operable to define the plurality of 
virtual groups to account for the impact of flows on the 
wireless network. 

10 

88. The system of Claim 51, the virtual groups 
operable to queue the packets in assigned virtual groups 
by queuing the packets in a common memory with a virtual 
group identifier for each packet. 

15 

89. The system of Claim 51, the virtual groups 
including a plurality of class of service queues, the 
virtual groups further operable to determine a class of 
service for a packet and to queue the packet in a 

2 0 corresponding class of service queue in the assigned 
virtual group. 

90. The system of Claim 89, the virtual groups 
further operable to queue the packets in the assigned 

2 5 virtual groups by queuing the packets in a common memory 
with a virtual group identifier and a class of service 
identifier . 

91. The system of Claim 89, wherein each class of 
30 service queue comprises a first in first out (FIFO) 

queue . 
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92. The system of Claim 51, the virtual groups 
operable to individually meter packets and to demote 
packets in excess of corresponding flow policies. 

5 93. The system of Claim 51, each virtual group 

operable to dynamically control congestion in the virtual 
group based on available bandwidth for the virtual group 
in the wireless network. 

10 94, The system of Claim 51, each virtual group 

operable to receive an indication of available bandwidth 
for the virtual group, to generate congestion control 
parameters for the virtual group based on the indication 
of available bandwidth and to drop packets from flows in 

15 the virtual group based on the congestion control 
parameters . 

95. The system of Claim 94, further comprising a 
dynamic bandwidth estimator operable to generate the 

20 indication of available bandwidth based on air-resource 
estimates . 

96. The system of Claim 94, further comprising a 
dynamic bandwidth estimator operable to generate the 

25 indication of available bandwidth based on pricing 
strategy information. 

97. The system of Claim 94, further comprising a 
dynamic bandwidth estimator operable to generate the 

3 0 indication of available bandwidth based on historical 
usage information. 
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98. The system of Claim 51, wherein at least one 
virtual group includes a plurality of class of service 
queues, each virtual group further operable to 
individually control congestion for each of the class of 
5 service queues in the virtual group based on a dynamic 
status of the wireless network. 



99. The system of Claim 51, the dynamic flow 
manager further operable to assign a packet for a 

10 corresponding flow in a first location to a first virtual 
group associated with the first location and in response 
to the flow moving from the first location to a second 
location to assign a subsequent packet for the flow to a 
second virtual group associated with the second location. 

15 

100. The system of Claim 99, further comprising a 
mobility manager operable to requeue the packet in the 
first virtual group into the second virtual group based 
on original queuing time for the packet. 

20 
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101. A method for controlling congestion in a 
wireless network comprising: 

generating dynamic congestion control 

parameters for a wireless traffic queue based on a status 
5 of the wireless network; 

dropping excess wireless packets destined for 
the wireless traffic queue based on the dynamic 
congestion control parameters; and 

adding remaining wireless packets destined for 
10 the wireless traffic queue to the wireless traffic queue. 

102. The method of Claim 101, wherein the status of 
the wireless network comprises available bandwidth in the 
wireless network. 

15 

103. The method of Claim 101, further comprising: 
receiving available bandwidth in the wireless 

network; and 

generating the dynamic congestion control 
2 0 panels based on the available bandwidth. 



104. The method of Claim 
the wireless network comprises 
bandwidth, further comprising 
25 of available bandwidth based 
for the wireless network. 



101, wherein the status of 
an indication of available 
generating the indication 
on air-resource estimates 



105. The method of Claim 101, wherein the status of 
the wireless network comprises an indication of available 
3 0 bandwidth, further comprising generating the indication 
of available bandwidth based on pricing strategy 
information for flows in the wireless network. 
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106. The method of Claim 101, wherein the status of 
the wireless network comprises an indication of available 
bandwidth, further comprising generating the indication 
of available bandwidth based on historical usage 

5 information for the wireless network. 

107. The method of Claim 101, wherein the status of 
the wireless network comprises an indication of available 
bandwidth, further comprising generating the indication 

10 of available bandwidth based on interference information 
for the wireless network. 

108. The method of Claim 101, the wireless 
transmission queue comprising a plurality of class of 

15 service queues, further comprising individually 
controlling congestion for each of the class of service 
queues based on the status of the wireless network. 

109. The method of Claim 101, wherein the status 
20 comprises a real-time status of the wireless network. 

110. The method of Claim 101, wherein the status 
comprises an average status of the wireless network over 
a defined period of time. 

25 
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111. A system for controlling congestion in a 
wireless network comprising: 

a wireless traffic queue; 

a control parameter generator operable to 
5 generate dynamic congestion control parameters for the 
wireless traffic queue based on a status of a wireless 
network; and 

a congestion controller operable to drop excess 
wireless packets based on the dynamic congestion control 
10 parameters and to add remaining wireless packets destined 
for the wireless traffic queue to the wireless traffic 
queue . 

112. The system of Claim 111, wherein the status of 
15 the wireless network comprises available bandwidth in the 

wireless network. 

113. The system of Claim 111, the control parameter 
generator operable to receive an indication of available 

2 0 bandwidth in the wireless network and to generate the 
dynamic congestion control parameters based on the 
indication of available bandwidth. 

114. The system of Claim 111, wherein the status of 
2 5 the network comprises an indication of available 

bandwidth, further comprising a dynamic bandwidth 
estimator operable to generate the indication of 
available bandwidth based on air-resource estimates for 
the wireless network. 



30 
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115. The system of Claim 111, wherein the status of 
the wireless network comprises an indication of available 
bandwidth, further comprising a dynamic bandwidth 
estimator operable to generate the indication of 

5 available bandwidth based on pricing strategy information 
for flows in the wireless network. 

116. The system of Claim 111, wherein the status of 
the wireless network comprises an indication of available 

10 bandwidth, further comprising a dynamic bandwidth 
estimator operable to generate the indication of 
available bandwidth based on historical usage information 
for the wireless network. 

15 117. The system of Claim 111, the wireless 

transmission queue including a plurality of class of 
service queues, the congestion controller further 
operable to individually control congestion for each of 
the class of service queues based the status of the 

2 0 wireless network. 

118. The system of Claim 111, further comprising 
software stored on a computer-readable medium, the 
software comprising the control parameter generator and 

25 the congestion controller. 

119. The system of Claim 111, further comprising a 
preconf igured processor operable to implement the control 
parameter generator and the congestion controller. 



ATTORNEYS DOCKET 
067191 . 0108 



PATENT APPLICATION 



68 

120. A method for queuing traffic in a wireless 
network, comprising: 

queuing a packet for a corresponding flow in a 
5 first location of a wireless network in a first queue 
associated with the first location; and 

in response to the flow moving from the first 
location to a second location, requeueing the packet in 
the first queue into a second queue associated with the 
10 second location based on an original queuing time for the 
packet . 

121. The method of Claim 120, further comprising 
queuing the packet in a common first in first out (FIFO) 

15 memory with a queue identifier. 

122. The method of Claim 121, further comprising 
requeueing the packet from the first queue to the second 
queue in the FIFO memory by changing the queue identifier 

2 0 for the packet from the first queue to the second queue. 
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123 . A system for queuing traffic in a wireless 
transmission system, comprising: 

a queue manager operable to queue a packet for 
a corresponding flow in a first location of a wireless 
5 network in a first queue associated with the first 
location; and 

a mobility manager operable, in response to the 
flow moving from the first location to a second location, 
to requeue the packet in the first queue into a second 
10 queue associated with the second location based on an 
original queuing time for the packet. 

124. The system of Claim 123, the queue manager 
further operable to queue the packet by storing the 

15 packets in a common first in first out (FIFO) memory with 
a queue identifier. 

12 5. The system of Claim 124, the mobility manager 
further operable to requeue the packet from the first 

2 0 queue to the second queue by changing the queue 

identifier for the packet from the first queue to the 
second queue . 

12 6. The system of Claim 123, further comprising 
25 software stored in a computer-readable medium, the 
software comprising the queue manager and the mobility 
manager . 

12 7. The system of Claim 12 3, further comprising a 

3 0 preconf igured processor operable to implement the queue 

manager and the mobility manager. 
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128. A peripheral card for a mobile gateway, 
comprising : 

an external interface operable to receive a 
stream of packets for transmission in a wireless network, 
5 each packet including a flow identifier; 

a dynamic flow manager operable to assign each 
packet to one of a plurality of virtual groups based on 
the flow identifier, the virtual groups comprising 
discreet transmission resources; and 
10 an internal interface operable to forward the 

packets to the assigned virtual groups for queuing. 

12 9. The peripheral card of Claim 12 8, the dynamic 
flow manager further operable to add a virtual group 

15 label to each packet identifying the assigned virtual 
group . 

13 0. The peripheral card of Claim 12 8, further 
comprising a dynamic bandwidth estimator operable to 

2 0 generate an indication of available bandwidth for each of 
the virtual groups. 
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131. A quality of service (QoS) card for a mobile 
gateway, comprising: 

a plurality of virtual groups; 

each virtual group including a meter and an 
5 adaptive congestion controller; 

the meter operable to meter packets in the 
virtual group and demote packets in excess of 
corresponding flow policies; and 

the adaptive congestion controller operable to 
10 dynamically control congestion in the virtual group based 
on available bandwidth for the virtual group in the 
wireless network. 

132. The QoS card of Claim 131, further comprising a 
mobility manager operable to requeue a packet in a first 
virtual group into a second virtual group based on 
original queuing time for the packet in response to a 
corresponding flow moving from a location associated with 
the first virtual group to a location associated with the 
second virtual group. 
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METHOD AND SYSTEM FOR QUEUING TRAFFIC IN A WIRELESS 
COMMUNICATIONS NETWORK 

ABSTRACT OF THE DISCLOSURE 
5 A method and system for queuing traffic in a 

wireless network includes receiving a stream of packets 
for transmission in the wireless network. Each packet 
includes a flow identifier and is assigned to one of the 
plurality of virtual groups based on the flow identifier. 
10 The virtual groups include discrete transmission 
resources. Each packet is queued in an assigned virtual 
group for transmission in the wireless network. 
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DECLARATION AND POWER OF ATTORNEY 



As a below named inventor, I declare that: 

My residence, post office address and citizenship are as 
stated below next to my name; that I believe I am the original, 
first and sole inventor of the subject matter which is claimed 
and for which a patent is sought on the invention or design 
entitled , the specification of which (check one) : 
X is attached hereto; or 

was filed on , 2000 as 

and was 

(if 



Application Serial No. 

amended on 

applicable) ; 



that I have reviewed and understand the contents of the 
above-identified specification, including the claims, as amended 
by any amendment referred to above; and that I acknowledge the 
duty to disclose to the U.S. Patent and Trademark Office all 
information known to me to be material to patentability as 
defined in 37 C.F.R. § 1.56. 

I hereby claim foreign priority benefits under 35 U.S.C. 
§ 119 of any foreign application (s) for patent or inventor's 
certificate listed below and have also identified below any 
foreign application (s) for patent or inventor's certificate 
having a filing date before that of the application on which 
priority is claimed: 



Country 



Date 
Filed 



Priority 
Claimed 
(Yes) (No) 



I hereby claim the benefit under 35 U.S.C. § 120 of any 
United States application (s) listed below and, insofar as the 
subject matter of each of the claims of this application is 
not disclosed in the prior United States application (s) in the 
manner provided by the first paragraph of 35 U.S.C. § 112, 
I acknowledge the duty to disclose to the U.S. Patent and 
Trademark Office all information known to me to be material to 
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^ 4='^^^ ^VCFR §1.56 which became 

patentability as defined m 37 L.t.K. s 

lable between the filing date of the prior application (s) and 

filing date of this 



aval 

the national 
application: 



PCT international 



Application 
Serial Number 



Date Filed 



I hereby appoint : 

Jerry W. Mills 
Robert M. Chiaviello, Jr. 
Ann C. Livingston 
Thomas R. Felger 
Charles S. Fish 
Wei Wei Jeang 
Kevin J. Meek 
T . Murray Smith 
Barton E. Showalter 
David G. Wille 
Bradley P. Williams 
Terry J. Stalford 
Christopher W. Kennerly 
Harold E. Meier 
Douglas M. Kubehl 
Samir A. Bhavsar 
Thomas R. Nesbitt, Jr. 
James J. Maune 
Roger J. Fulghum 
Rodger L. Tate 
Scott F. Partridge 
James B. Arpin 
James Remenick 
Jay B . Johnson 
Robert W. Holland 
Floyd B. Chapman 
Randall W. Mishler 
Robert A. King 
James L. Baudino 
Scott T. Morris 
Tara D. Knapp 
William R. Borchers 
Robin A. Brooks 
Darren W. Collins 
Brian W. Oaks 
Luke K. Pedersen 
Matthew B. Talpis 
David M. Doyle 



Reg . 
Reg . 
Reg. 
Reg . 
Reg 
Reg 
Reg 



No. 
No. 
No. 
No. 
No. 
No. 
No. 



Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 
Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg . No . 

Reg 



Reg 
Reg 



No 
No 
No 
Reg . No 
Reg . No 
Reg . No 
Reg . No 



23, 005 
32,461 
32 ,479 
28 , 842 
35,870 
33 ,305 
33 , 738 
30, 222 
38,302 
38, 363 
40 , 227 
39, 522 
40 , 675 
22,428 
41, 915 
41, 617 
22 , 075 
26 , 946 
39,678 
27, 399 
28, 142 
33,470 
36, 902 
38, 193 
40 , 020 
40, 555 
42 ,006 
42 , 738 
43 ,486 
43 , 818 
43 , 723 
44, 549 
44 , 563 
44, 625 
44 , 981 
45, 003 
45, 152 
43 , 596 
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Patent Agents: 

Brian A. Dietzel 
Kevin R. Imes 



Reg. No. 44,656 
Reg. No. 44,795 



all of the firm of Baker Botts L.L.P., my attorneys with 
full power of substitution and revocation, to prosecute this 
application and to transact all business in the United States 
Patent and Trademark Office connected therewith and to file and 
prosecute any international patent applications filed thereon 
before any international authorities under the Patent Cooperation 
Treaty. 



Send C orrespondence To: 

Baker Botts L.L.P. 
2 001 Ross Avenue 
Dallas, Texas 75201-2980 



Direct Telephone Cal ls To: 

Terry J. Stalford 
at 214.953.6477 

Attorney Docket No. 067191.0110 



I declare that all statements made herein of my own knowledge 
are true and that all statements made on information and belief 
are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title 18 of the United States Code and that 
such willful false statements may jeopardize the validity of the 
application or any patent issuing thereon. 



Name of First Inventor 

Inventor's signature 
Date 

Residence (City, County, State) 

Citizenship 

Post Office Address 



Pulin R. Patel 



2 213 Whitney Lane 
Collin County, 
McKinney, Texas 

Great Britain 

2213 Whitney Lane 
McKinney, Texas 7507 0 
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Name of Second Inventor 

Inventor ' s signature 
Date 

Residence (City, County, State) 

Citizenship 

Post Office Address 

Full name of third inventor 

Inventor ' s signature 
Date 

Residence (City, County, State) 

Citizenship 

Post Office Address 

Full name of fourth inventor 

Inventor's signature 
Date 

Residence (City, County, State) 

Citizenship 

Post Office Address 



Achal R. Patel 

23 02 Sherbrooke Lane, 
Collin County, 
McKinney, Texas 

United States of America 

23 02 Sherbrooke Lane 
McKinney, Texas 75 07 0 



Ojas T. Choksi 




7101 Chase Oaks Blvd., #821 
Piano, Collin County, Texas 

India 



7101 Chase Oaks Blvd, #821 
Piano, Texas 75025 



Mohammad R. All 




701 Legacy Drive, #2324 
Piano, Collin County, Texas 

Pakistan 

701 Legacy Drive, #2324 
Piano, Texas 75093 
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